
Fraud Awareness
Don’t be a victim of fraud
 •  Ensure that cheque book is kept in a safe 

place and that you never sign blank cheques.

 •   Drop cheques in a sealed envelope while 
paying financing facility instalments

 •  Always cross your cheques as Account Payee 
only before dropping it into the drop box to 
avoid any misuse of your cheques.

 •  Count leaves serial order and their exact 
numbers as stated for all newly issued 
cheque books. If there is a discrepancy, bring 
it to the notice of the Bank immediately.

 •  Write the amount in figures as closely as 
possible after the currency symbol. 

 •  Inform the Bank immediately if you 
lose/misplace your cheque book, a cheque or 
a requisition slip.

 •  Mention date on stop payment request 
explicitly. If any cutting/over-writing is done 
on date then duly authenticate the same with 
your full signatures.

 •   Explicitly mention the cheque 
number/cheque series (in case of more than 
one cheque) on stop payment request.

 •  In case of any change in your mailing 
address, you MUST inform the bank, as 
statements are dispatched to your mailing 
address.

 •  Destroy cheques from dormant/inactive or 
closed accounts.

 •  Close unneeded accounts rather than 
abandoning them. 

 •   Never give your debit card number over the 
telephone unless you have initiated the 
phone call.

 •  Never throw away ATM receipts, credit 
statements or bank statements. 
Cross-shredding is recommended for 
disposal of such information.

 •  Review a copy of your account statements on 
a bi-annual basis at a minimum. Notify the 
bank in writing of any questionable entries on 
your statement and follow through until they 
are adequately explained or removed.

 •  Keep a list of telephone numbers to call to 
report the loss of your wallet, purse, debit 
cards or other important financial items.

 •  Always use ATM machines at banks rather 
than OFFUS ATM Machine in convenience 
stores, airports, or any isolated locations

 •  Never type in your PIN at fuel stations while 
using a debit card. Choose the screen prompt 
that identifies it as a credit card so that you 
do not have to type in your PIN. It will give 
you greater protection from liability if fraud 
does occur.
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